Iopsanok nedcTBUHA MO 00eCIeYeHUI0 0€30MACHOCTH 00bEKTOB KPUTHYEeCKO MHPOpMALIMOHHON MHPPACTPYKTYPHI H TEXHUYECKOU
3al0UThI HHGOPMALMH B OPraHaX roCyIapCTBEHHOM BJIACTH U OPTraHU3AIMSAX NPHU PeaTU3ANUU YIPo3 0e30nmacHocT nHpopmannu
THIIA «OTKAa3 B 00CTYKUBAHU

1. UudopmupoBanue

1.1. IIpoundopmupoBaTh pyKOBOJICTBO
oprana (opranuzaium) o gaxre
3a(pUKCHPOBaHHON KOMIIBIOTEPHOM aTaku U
OTIpE/IeTUTh JIULL JJI pearupoBaHus Ha
WHLHJICHT

1.2. Coobmuth 00 arake B HKIIKN ®Cbh
Poccun, ®CTOK Poccuu B cpoku,
YCTaHOBJICHHBIC HOPMATUBHBIMU
MIPABOBBIMU aKTaMH

1.3. OnoBecTuTh paOOTHUKOB OpraHa
(opraHm3anum) 0 CUTyaluu u
MIPOMHCTPYKTUPOBATH UX O MEpax
0€30MacHOCTH

* PeaJ'II/I3aLII/I$1 YKa3aHHOTI'O MOopdgAaKa HE JOJIKHA ITPOTHUBOPCUYUTH MCPOIIPUATUAM, IPEAYCMOTPCHHBIM IInanom pcarnpoBaHyd Ha KOMIIBIOTCPHBIC MHIIUJACHTHI, pa3pa60TKa " pcain3dalvsd KOTOPLIX MMPEAYCMOTPEHA HOPMATUBHBIMU IIPABOBBIMU aKTaMH ®CBb Poccun

-

2. BoIsiBJIeHHE ¥ aHAJIN3

2.1. Onpenenuts UHGOPMALIMOHHBIH(BIE)
pecypc(bl) oprana (opraHu3aium), Ha
KOTOPBIN OCYIIECTBIISIETCS aTaKka TUIla

«paclpenesEHHbIA 0TKa3 B
obcmyxxuBanun» (DDoS) u creneHp
JECTPYKTUBHOT'O BO3JIEHCTBUS

2.2. Onpenenuts nepedyeHs [P-agpecos, ¢
KOTOPBIX OCYILECTBIISAIOTCS
MHOECTBEHHbBIE 00paIlEeHus K
MH(OPMaLlMOHHOMY pecypcy opraHa
(opranuzanun)

2.3. Onpenenuts T DDoS-ataku
(mampumep, UDP flood, SYN flood, HTTP
flood u 1)

2.4. BoIBUTB 3aTPOHYTHIE (TIOCTPAAaBIIHE)
CEpBUCHI U HUHPPACTPYKTYpY

3. HeliTpasu3anus

3.1. 3abnoxuposars [P-agpeca,
YYaCTBYIOILME B aTaKe ITyTeM HaCTPONKH
MIPaBUII MEKCETEBBIX IKPAHOB M CHCTEM

HPEeIOTBPAICHUS BTOPKESHHI

3.2. OtunpTpoBaTh Bpe1OHOCHBIHN Tpaduk
JI0 €r0 IOMAJaHUs Ha CEPBEPA, UCTIOIb3Ys
MIPOKCH-CEPBEPA U MEKCETEBBIE IKPAHbI
YPOBHS BEO-TIPUITOKCHHIA

3.3. [IlpumenuTs reo-IP dunpTparuto 1
O710KMpPOBKH Tpadduka U3 aTaKyrOIUX
PETHOHOB

3.4. Obparutbcs K IpoBaiaepy
TEJIEeKOMMYHHUKAIIMOHHOW CETH 1O BOIPOCY
OYHCTKH CETEBOTO TpaduKa Ha YPOBHSIX
L3,L4ul7

3.5. Ucnonp30BaTh pe3epBHbIE KaHAJbI
CBSI3U JJIs1 00€CIIeUeHUs! HETIPEPhIBHOCTH
pa60T51 KPUTUYCCKHU BaAXKHBIX CEPBHCOB

3.6. O6paruthes k nunen3uaram GCTOK
Poccum, a Tarxke K opraHu3amusim,
SIBIISTFOIIMMCS. aKKPEINUTOBAHHBIMH

nenrpamu ['0ocCOIIKA, 3a kKoHCybTanuen
Y OKa3aHUEM YCIYT 110 HeUTpanu3anun
aTaK TUIa «pacrlpeaeEHHbI 0TKa3 B
obciyxuBanun» (DDoS)

-

4. Bzanmoaeiicreue

4.1. IloarOTOBUTH U PACIPOCTPAHUTD
HnH(pOpMaLKIO BHYTPH OpraHa
(opraHu3anum) 0 COCTOSTHUU
MH(GPACTPYKTYPHI U OKUAAEMOM BPEMEHU
BOCCTAHOBJICHHUS

4.2. YBeOMUTh 3aHTEPECOBAHHBIC
CTOPOHBI O BO3MOXXHOM BIIMSTHUU
WHIIMJICHTA Ha UX MPOIECCHI U
IPEeIO0CTaBUTh HH(OPMALINIO O Mepax,
MpPEeANPUHUMAEMBIX JJI €r0 YCTPaHEHUS

4.3. IlogroroBuTh HH(POPMALIMOHHOE
COOOLIEHNE C OIMCAHUEM CUTYaIUH,
IIPUHUMAEMBbIX
Mepax U peKOMEHAAUMSIX AJIs
3aMHTEPECOBAHHBIX CTOPOH (110
COIIACOBAHUIO C PyKOBOJCTBOM)

4.5. CooOmuTh 0 X0JI€ U pe3yabTarax
paccieioBaHMsI aTaKu U MPUHSITHIX MEpax B
HKIKHA, ®CTIK Poccuun

S. IlnanupoBanue

5.1. Pa3zpaboraTh U BHEIPUTH MEPHI 10
COBEPIIECHCTBOBAHUIO CUCTEMBI 3aLUTHI
Ha OCHOBE Pe3yJIbTaTOB IIPOBEIECHHOIO
aHanu3a ISl MOBBIIIEHUS] YCTOWYNBOCTH
OpraHu3auy K OyJyIuM aTakam

Mepsl,

O6o3HaueHus
Dranel HEUTpaTU3aluu yrpo3 0€30MacHOCTH HHPOPMAITUU

HaTpaBlIeHHBIC
Oe3o0macHOCTH HH()OPMAIIUU TUTIA «OTKAa3 B 00CTYKUBAHUY

Ha HEUTPAIU3ALINIO yIrpo3




IHopsanok nedcTBUHA 1O 00eCIeYeHU 0 0€30IACHOCTH 00bEKTOB KPUTHYECKON MHPOPMALIMOHHON MHPPACTPYKTYPbI
A TEXHUYECKOH 3aIIUThI HHPOpPMALMH B OPraHaxX rocyiapCTBEHHOM BJIACTH M OPraHU3AIMAX NPHU PeaTu3aluu
yrpo3 0e30nacHOCTH UH(POPMALUHU, CBA3AHHBIX ¢ BHEAPEHUEM HEXKEJIATEJIbHOr0 KOHTEHTA HA HH(OPMALIMOHHOM pecypce

1. UudopmupoBanne =P 2. BbisiBjIcHUE U AHATTU3 =P 3. HeliTpanusanus

- 4. BoccTanoBJieHHE

>

1.1. IIpounpopmMupoBaTh
PYKOBOJICTBO O (haKTe

2.1. [Ipoananu3upoBath (Qaissl 1
0a3bl JaHHBIX AJIS OIpeACTICHUS

3.1. OTKIIIOYUTH 3aTPOHYTHIE

4.1. B cmydae HEBO3MOXHOCTH

5. BzaumoaelcTBue

>

6. IlnanupoBanue

3a(hUKCHPOBAHHOM KOMITBIOTEPHOM
aTaKku M ONPEACIUTD JIUIT IS
pearupoBaHus Ha MHIIMACHTbI

1.2. Coobmuruts 00 atake B HKIIKI
®CB Poccun, ®CTIK Poccun B
CPOKH, YCTaHOBJICHHBIE
HOPMATHBHBIMH MPABOBBIMU aKTaMHU

1.3. OnoBecTuTs pAOOTHUKOB O
CHUTYaIlH ¥ IPOUHCTPYKTUPYHTE UX
0 Mepax 0e30MacHOCTH

* Peanu3anys yKa3aHHOTO HOPsIZIKA HE JOJDKHA IPOTUBOPEUUTH MEPOIIPUSATHSIM, IpeaycMOTpeHHBIM [ naHoM pearnpoBaHus Ha KOMIBIOTEPHbBIE MHIMICHTHI, pa3paboTKa U peaqu3aius KOTOPhIX pelyCMOTPeHa HOpPMAaTUBHBIMU IpaBoBbIMH akTamu PCh Poccun

BHECEHHBIX N3MEHEHUM

2.2. IlpoaHanu3upoBaTh KypHAIBI
COOBITHI BEO-CcepBEpa U CUCTEM IS
BBISIBJICHHS ICTOYHUKA U METOJIOB
MPOHUKHOBEHUS

2.3. [IpoBepUTH BHEIIHIOIO
UH(PaCTPYKTYypY, IUIaTHHBI, TEMBI,
CUETUYHMKH U JPYTHe KOMIOHEHTHI
BeO-pecypcoB Ha HAJIMYHME U3BECTHBIX|
YSA3BUMOCTEN

2.4. Mcnionb30BaTh AHTUBUPYCHOE
MPOrPaMMHOE 00ECIIEUCHUE ISt
BesiBIeHHS BI1O

2.5. 3a70KyMEHTHPOBATh BCE JETAITH
MHIU/ICHTA, BKIFOYasi BpeMs,
00CTOSITENECTBA aTaKH U
MperoiIaraeMple el
37I0YMBIIIJICHHIKOB

CHCTEMBI OT CETEBBIX COEIUHEHUH,
9TOOBI IPEJOTBPATUTD AaJbHEUIIIEE
pacnpocTpaHeHUe BpeIOHOCHOH
AKTUBHOCTHU U 3aLUTUTh OCTAJIbHbIE
CETMEHTHI CEeTH

ynanenust BIIO BoccTaHOBUTH
OTICPAITMOHHBIC CUCTEMBI U JAHHBIC
U3 TIOCIIETHUX O€30MacCHBIX
PE3epPBHBIX KOIHM, TIPOBEPEHHBIX HA
OTCYTCTBHE BPEIOHOCHOM
AKTUBHOCTH

3.2. [lepeBectu Bce MOpaKeHHBIE
PECYPCHI B PEXKHUM TEXHOIOTMYECKOTO
00CITy>KUBaHUSL, YTOOBI IPOBECTH
JMarHOCTHKY M BOCCTAHOBIICHHE Oe3
pHCKa JUIs TI0JIb30BaTeNel  JaHHBIX

3.3. 3a0710KUPOBaTh BCE BHEIITHUE

COCTMHEHWSI IS TTPEIOTBPAIICHAS

JTATEHEHIITNX ITOIBITOK
MIPOHUKHOBEHUS

3.4. HemensieHHO U3MEHUTD TTApOJTH
BCEX YUYETHBIX 3amuceil. Yoemaurcs,
YTO BCE CTAPBIC CECCUH OBLITH
3aBepIleHbI, YTOOBI MPEOTBPATUTD
JIOCTYTI [0 YCTapEBIIUM YIETHBIM
JTAHHBIM

4.2. Ilpn HEBO3MOKHOCTH
BOCCTaHOBJICHUS TAHHBIX U3
PE3EPBHBIX KOMUI PACCMOTPETH
BO3MOKHOCTb TIPUBIICUCHUS
OpraHu3aIiy JIIICH3UATOB U3
riepeuHst pekoMmeHaoBaHHEIX DCTOK
Poccun nnm nocraBmuka
AHTUBUPYCHOTO CPEJCTBA 3alUTHI
JUTSL BOCCTAHOBJICHUS
paboTocmocoOHOCTH
WHGOPMAIIMOHHOTO pecypca

4.3. OOHOBHTH BCE MPOTPAMMHOE
o0ecredeHre 1 yCTaHOBUTh
MOCIICTHIE OOHOBICHUS
0e30IaCHOCTH IS BCEX

IpOrpaMMHBIX KOMIIOHEHTOB

5.1. IloAroTOBHUTE U PACIIPOCTPAHUTh
nH(MOPMAITHIO BHYTPH OpraHa
(opraHm3anumn) 0 COCTOSTHUU
HH(PACTPYKTYPHI H OXKHIAEMOM
BPEMEHHU BOCCTaHOBJICHUS

5.2. O0OpaTUThCS K JIMIICH3UATAM
®DCTOK Poccum, a Takxke K
OpraHu3aIHsIM, SBISIOIIAMCS
aKKPEIUTOBAHHBIMHU [ICHTPAMU
['ocCOIIKA, 3a xoHCYyIbTaIEN U
OKa3aHHMEM YCIIYT TI0 paccieIOBaHUIO
MHIWJICHTA

5.3. YBenOMUTh 3aMHTEPECOBAHHBIE
CTOPOHBI O BO3MOKHOM BIIHSIHUH
HMHIMJCHTA Ha UX IPOLECCHl U
NPEIOCTaBUTH MH(OPMALIHIO O
Mepax, IPEANPUHAMAEMBIX JUJIsI €ro
yCTpaHEeHUs

2.6. Ilepen ynanenuem BIIO u3
3apaKEHHBIX CHCTEM COXPAaHHUTh
00pa3ibl BpeIOHOCHOTO KO/Ia WIIH
JPYTHX JaHHBIX, VIS JaTbHEHIIEro
aHaJN3a U PacciiefOBaHUs. DTH
00pasIbl JOKHEI OBITH
U30JIMPOBAHBI M XPAHUTHCS B
0e30macHo cpezie

JAHHBIE 3aIUIIEHE] OT U3MEHEHUNA U

2.7. CoxpaHUTb KypHaJIbl COOBITUI
(cereBble JIOTH, JAMIIBI IAMSITH,
CHUMKH 9KpaHa U Ipyrue JaHHbIE),
KOTOPBIE MOTYT OBITh MOJE3HBI IS
paccienoBanus. Y0eauTeCh, 4TO

JIOCTYIHBI 715 IIOCIETYIOIIEro

aHaJIu3a.

3.5. IIpoBecTn IpoOBEPKY BCEX
YUYETHBIX 3aIllUCEU Ha IIPEAMET
BBISIBJICHHUS U YA AJICHUSA
HCCAHKIIMOHWPOBAHHBIX WA
CKOMIIPOMCTHUPOBAHHBIX aKKAYHTOB,
a TaK’KC YYCTHBIX SaHHCCﬁ, JUISA
KOTOPBIX OCYHICCTBIAIOCH
IIOBBIILICHUE HpI/IBI/IJ'IeI‘I/Iﬁ

3.6. IIpoBepuTh BCE CMEXKHBIC
pecypchl Ha MPEeIMET aHAJIOTHYHBIX
aTak, Tayke eCIIi OHU He ObLIH
HEIMOCPEICTBCHHO 3aTPOHY ThI

3.7. IIpoBecTy MOIHYIO IPOBEPKY
BCEX CHCTEM U JaHHBIX C
HCTIOIb30BAHNEM aKTyalIbHBIX
AQHTHUBUPYCHBIX 0a3 ayst
oOHapy>KEHHS U YIaJCHHUS

BO3MOKHBIX BPEIOHOCHBIX IIPOrPAMM

5.4. IloaroroBuTh NH(HOPMALTIOHHOE
COOOIIIEHNE C ONHCAaHUEM CUTYaLUH,
TIPUHAMAEMBIX
Mepax U peKOMEHAALUSIX JJIs
3aWHTEPECOBAHHBIX CTOPOH (TI0
COIJIACOBAHUIO C PYKOBOJICTBOM)

5.6. Coobuute 0 X011€ U pe3yIbraTax

paccieioBaHus aTaky M MPHHATHIX
mepax B HKIIKU, ®CTOK Poccun

6.1. Pa3zpaboTarh 1 BHEAPUTH MEPHI 1O
COBEPUICHCTBOBAHUIO CUCTEMBI 3aIHTHI
Ha OCHOBE Pe3yJIbTaTOB IIPOBEIEHHOIO
aHaJin3a JUIs NOBbIILICHUS
YCTOMYHMBOCTH OpTraHU3aIH K
OynyIInM aTakam

O0o03HauYeHUS

Dranbl HeHTpaIu3aIe yrpo3 0e30nacHOCTH HH(OpMAITUU

Mepesl,

HaIlrpaBJICHHLIC

Ha  HEUTpaIu3aluio
Oc3omacHOCTH HMH(OPMAIMK, CBSI3aHHBIX C BHEAPCHUEM
HEXKEeJNaTeJIbHOTO KOHTEHTa Ha HH(POPMALIMOHHOM pecypce

yIrpo3




Iopsaaok necTBUH MO 00eCIeYeHUI0 0€30MACHOCTH 00bEKTOB KPUTHYECKON MHPOPMAIIMOHHON MHPPACTPYKTYPbI M TEXHUYECKON 3AIUTHI
HH(GOPMAIUM B OPraHax rocy1apCTBEHHOM BJIACTH W OPraHU3aNMsAX NPH PeaJu3aluu yrpo3 0e30nmacHOCTH HHGPOPMALUN, CB3AHHBIX C
HECAHKIMOHUPOBAHHBIM JOCTYIIOM K 3alIMIIAeMOi HH(POpPMAIIUA

1. UudopmupoBanue

—p 2. BoIsiB/IcHUE U AHAJIN3 —P

1.1. IlpoundopmupoBath
PYKOBOJCTBO OpraHa
(opranmsanun) o gaxre
3a)KCUPOBAHHOI
KOMIIBIOTEPHOM aTaku 1
OTIPEACIUTD JIHII JUIS
pearupoBaHus HA UHIIUACHTHI

2.1. Ouenutp MacmTad u
KPUTUYHOCTh YTEUKHU JaHHBIX,
OTIPEIENIUTh, K KAKUM JIAHHBIM

ObUI IOTYYEH
HECAHKIIMOHUPOBAHHBIN JOCTYII

1.2. Coobmuth 00 aTtake B
HKIIKHW ®CBb Poccun,
OCTIK Poccun, Pockomuamzop
(B cimyuae yreuku [1/1H)

B CPOKH, YCTAaHOBJICHHBIC
HOPMaTUBHBIMH MTPAaBOBBIMU
aKTaMH

2.2. 3a0KyMEHTUPOBAaTh BCE
JIeTaIM WHITUICHTA, BKITIOYAst
BpeMsi, 00CTOSITEIILCTBA aTaKu U
npeAroaraeMbIe TSN
3JI0YMBIIICHHUKOB

1.3. OnoBecTUTh paOOTHUKOB
oprana (OpraHu3aiuu) o
CUTYAIMH U TIPOMHCTPYKTUPYHTE

2.3. Ucnonb30BaTh aHTUBUPYCHOE
MPOrpaMMHOE 00eCTIeYeHHE JTst
BeIsiBIeHUA BI1O, a Takke
MIPU3HAKOB OCYLIECTBICHUS
HECaHKIIMOHUPOBAHHOTO JOCTYyTa

3. HeliTpanusanus >

4. BoccTaHoBJieHue -

5. Bzaumonencreue o 6. IlnanupoBanue

3.1. OTKITIOYUTB 3aTPOHYTHIC
CHUCTEMBI OT CETEBbIX COCAUHEHUH,
9TOOBI PEIOTBPATUTH
JlaJibHEHNIIee paclpoCTpaHEeHHE
BPEIOHOCHOM aKTUBHOCTH U
3aIIUTUTH OCTAJIbHBIE CETMEHTHI
CeTH

4.1. B cmydae HEBO3MOXKHOCTH
ynanenust BIIO BoccTaHOBUTH
OTIEPAIIMOHHBIE CUCTEMBI U
JaHHBIC U3 MOCIICTHUX
0e30MacHbIX PE3EPBHBIX KOMHMH,
MIPOBEPEHHBIX HA OTCYTCTBUE
BPEIOHOCHOW aKTUBHOCTH

6.1 Pa3paborars u BHEAPUTH
MEpBI TI0 COBEPIICHCTBOBAHUIO
CHCTEMBI 3allIUTHI HA OCHOBE
PE3yJIbTaTOB MPOBEICHHOTO
aHaJK3a JUTS TOBBIIICHUS
YCTOWYHBOCTH OpraHa

4.1.He niatuTh BBIKYT
BBIMOTATeIsIM, TaK KakK 3TO He
rapaHTHpyeT 6€30MacHOCTh
JTAHHBIX U CITIOCOOCTBYET
JIAJIbHENIIIEN TPECTyTHOM
NEeSTENbHOCTH

(opraHu3zanmm) K aKTyaJTbHBIM
yrpo3zam 0e301acHOCTH

HUX O ME€pax 0€30IMacHOCTH

* Peanmu3anys yKa3aHHOTO HOPSIIKA HE JOJKHA IPOTHUBOPEYUTH MEPOIIPUATHSIM, IpeycMOTpeHHBIM [ l1aHoM pearnpoBaHus Ha KOMIBIOTEPHbIE MHIMICHTHI, pa3padoTKa U peaqu3anus KOTOPhIX MPeIyCMOTPeHa HOpMaTHBHBIMU IpaBoBbIMH akTamu PCh Poccun

2.4. Ilepen ynanenuem BIIO u3
3apayKEHHBIX CUCTEM COXPAHUTh
00pa3iibl BpeIOHOCHOTO KO/Ia UITH
JIPYTUX TaHHBIX, TS
NalIbHEUIIEro aHalInu3a u
paccienoBanus. T 00pa3ibl
JOJIKHBI OBITH U30JIMPOBAHBI U
XPaHHUTHCS B O€30MacHOM cpene

2.5. CoxpaHUTh KypHaJbI
COOBITHH (CETEBBIC JIOTH, JaMITbI
MaMsTH, CHUMKHU dKpaHa U JApyTrue
JIAHHBIE), KOTOPBIE MOTYT OBITh
MTOJIE3HBI JIJIS1 PacClIeOBaHUSI.
YOenurcs, 4T0 JaHHBIE
3aIUIICHBI OT H3MCHCHUH B

JIOCTYIIHBI JJIsI TOCEAYIOIIETO

aHaJIn3a

3.2. llepeBecru Bce mopaKeHHBIE
PECYPCHI B PEKUM
TEXHOJOTUIECKOTO
00CITy>)KMBaHUS, YTOOBI MPOBECTH
JTUArHOCTHKY U BOCCTAHOBJICHHE
0e3 pucKa ISl ToJIb30BaTeNel
JAHHBIX

3.3. I3meHuTh napoiau Bcex
YUETHBIX 3amucend. YOeaurcs, 4ro
BCE CTapble cecCuu ObLIN
3aBEpILIEHBI, YTOOBI
MPEeIOTBPATUTH AOCTYII MO
YCTapeBIINM YUYETHBIM JJAHHBIM

4.2. I[Ipu HEBO3MOXHOCTH
BOCCTAHOBJICHUSI JaHHBIX U3
PE3EpBHBIX KONIUU PacCCMOTPETh
BO3MOKHOCTH TTPUBJICUCHHUS
OpraHu3alliy JIUIEH3UaTOB
OCTIK Poccun nnu
IIPOU3BOAUTEINIEN CPEICTB
AHTUBUPYCHOM 3allIUTHI JUIs
BOCCTaHOBJICHUS
nH(pOpMaOHHON
UHGPACTPYKTYPHI U JAHHBIX

4.2.06patuThCs K TMIIEH3UaTaM
®CTIK Poccun, a Takxke K
OpraHU3aIMsIM, SBISIOMIUMCS
AKKPEIUTOBAHHBIMH IICHTPAMH
['ocCOIIKA, 3a koHCynbTanMen
¥ OKa3aHUEM YCIYT 110
pacciieIoBaHUI0 HHIIUCHTA

3.4. lIpoBectu nonHyo nIpoBEpKy
BCEX CUCTEM U JAHHBIX C
HCIIOJIb30BAaHNEM aKTyaJIbHBIX
AQHTUBUPYCHBIX 0a3 JIst
oOHapy KeHUs U yJaleHus
BO3MOJKHBIX BPEIOHOCHBIX
IIPOrpaMM

4.3. OGHOBUTH BCE IPOTPAMMHOE
obecrieueHrne U yCTaHOBUTh
MOCIICAHIE OOHOBIICHUS
0€30ITaCHOCTH IS BCEX
POTPaMMHBIX KOMITOHEHTOB
MpeIBApUTEILHO TPOTECTUPOBAB
UX paboTOCIIOCOOHOCTh U

4.3.Coo01muTe 0 X0I€e u
pe3yabTaTax paccieIoBaHus
aTakW W MPUHATHIX MEpPax B
HKIKHU, ®CT3K Poccun,
PockomHanzop (B ciayuyae yTeuku

I1/1n)

COBMECTUMOCTbH

3.5.1IpoBectu MpoBEpPKY BCEX
YUETHBIX 3alIUCEeH Ha MpeIMeT
BBISBJICHUSA U YAAJICHUSA
HECAaHKLIMOHUPOBAHHBIX UIIH
CKOMIIPOMETHPOBAHHBIX YYETHBIX
3aIucei, a TakKe y4eTHBIX
3amucen, I KOTOPBIX
OCYILECTBIISIIOCH TOBBIIICHUE

MIPUBHIICTUI

O6o3Ha4yeHus
Dranbl HeUTpau3auu yrpo3 6€30nacHoCTH HHGOpMaIuu

Mepsbl, HampaBjleHHbIE Ha HEUTpaIU3alUI0  Yrpos,
CBA3aHHBIX C HECAHKIMOHUPOBAHHBIM JOCTYIIOM K

3ammuInaemMoi nHpopmaruu




IHopsaaok KelcTBUH 10 00eCIeYeHUI0 0€30MACHOCTH 00bEKTOB KPUTHUYECKOH HHPOPMALMOHHONH HHPPACTPYKTYPbI U TEXHUYECKOU 3AIMThHI
UH(POPMALUM B OPraHaxX rocy1apCTBEHHOM BJIACTH U OPraHM3ALMAX [PU peau3aluu yrpo3 0e30nacHoCTH HHPOPMALUHN,
CBSI3AHHBIX C BHEJAPEHHEM BHPYCOB-IIU(POBAILIIUKOB

1. UndopmupoBanue

2 2. BoigBjieHHe U aHAJINU3

L 3. HeliTpanuzanus

4. BoccTaHoBJieHHE

- 5. BzaumoaelcTrBue

6. I[lnanupoBanue

1.1. TIlponrdopMUpoOBaTH
PYKOBOJIICTBO OpraHa (OpraHu3aiuu) o
(hakte 3apUKCUPOBAHHON
KOMITBIOTEPHOM aTaK U OMPEIeTUTh
JIMIL JUTSE pearupoBaHus Ha HHITHICHT

1.2. Coobmuth 00 arake B HKIIKI
®CB Poccun, ®CTOK Poccuu B
CPOKH, YCTaHOBJICHHBIC
HOPMATUBHBIMH ITPABOBBIMHU aKTaMHU

2.1. BeiaBHTH 3apask€HHBIE DIIEMEHTHI
WHPOPMAIIMOHHON HHQPACTPYKTYPHI
(mepcoHaTbHbIE KOMITBIOTEPHI,
cepBepa, CErMEHTHI CEeTH) OpraHa
(opraHm3anum), a TaKXKe 3aTPOHYThIE
JaHHbIE

3.1. OTKJIFOYUTH 3aTPOHYTHIE CUCTEMBI
OT CETEBBIX COCAMHEHUH, 4TOObI
NPEAOTBPATUTH JalbHEHIIee
pacrpocTpaHeHUE BPEAOHOCHOM
aKTMBHOCTH M 3aIIUTUTh OCTAJIbHbIE
CETMEHTHI CeTH

4.1. B cirygae HEBO3MOXHOCTH
ynanenus: BIIO BoccTaHOBUTD
OTIepaIIOHHBIE CUCTEMBI U JJaHHBIE U3
MocJeHIX O€30IaCHBIX PE3EPBHBIX
KOTIUH, POBEPEHHBIX HA OTCYTCTBUE
BPEJOHOCHOM aKTUBHOCTH

1.3. OnoBecTHTh pAOOTHUKOB OpraHa
(opraHuzanumn) O CUTyaIul 1
HNPOUHCTPYKTUPOBATH UX O Mepax
0e30macHOCTH

2.2. 3a10KyMEHTHPOBATH BCE ACTAIH
MHIIUICHTA, BKITI0Yast Bpems,
00CTOSTENLCTBA aTAKH U
IpearnoiaraeMble Ieln
37I0YMBIIIJICHHAKOB

2.3. Ilepen ynanennem BIIO u3
3apayKeHHBIX CHCTEM COXPAaHUTh
00pa3IIbl BpeTOHOCHOTO KOJ1a HIIH
JPYTUX JaHHBIX, JUIA JAaIbHEHIIero
aHaJIM3a U PacCieIOBaHus. JTH
00pa3ubl JOIKHBI OBITH H30JUPOBAHBI
U XpaHUTbCA B 0€30MacHOM cpesie

3.2. 3anpeTuTh MOAKITIOYCHUE
BHEIITHUX MAITUHHBIX HOCUTEICH
HH(OPMAITUH K 3apayKCHHBIM
MEPCOHATBHBIM KOMITBIOTEPAM,
cepBepaM M CErMEHTaM CETH OpraHa
(Opra"u3aIym)

3.3. HacTpouTh MeKceTeBble IKpaHbI
1151 OJIOKMPOBKU BPEJOHOCHOT'O
Tpaduka

2.4. CoxpaHUTh KypHAIBI COOBITUI
(cereBble JIOTH, JAMIIBI TAMSITH,
CHMMKH 3KpaHa U Apyrue AaHHbIE),
KOTOPBIE MOTYT OBITH MOJIE3HBI IS
paccienoBaHus. YOeIuThCs, 4To
JaHHbIE 3aIMIICHBI OT U3MEHEHUH U
JOCTYITHBI 7SI TOCTIETYFOILIETO
aHanIM3a

3.4. [lepeBectu Bce MOpaskeHHBIE
PECYPCHI B PEKHUM TEXHOJIOTHIECKOTO
00CITyKMBaHMsI, YTOOBI IPOBECTH
JMarHOCTHKY M BOCCTaHOBIICHHE Oe3
pHCKa JUIsl HOJIb30BaTeNeH U JaHHBIX

3.5. UnenTudUupoBats 1
OCTAaHOBHUTH MPOIIECCHI U CIYXKOBI,

KOTOPBIC HE JTOJKHBI OBITH
AKTUBHBIMH B HOPMAJIbHBIX YCIOBHUSIX
WJIH BBI3BIBAIOT MOI03PEHUS

2.5. Ocy1iecTBISATh HEMPEPHIBHBIN
MOHUTOPHHT W30JIUPOBAHHBIX
CEerMEHTOB CETH Ha MPEIMET HOBBIX

3apa>KeHUN

3.6. I3MeHNUTh mapoJiv BCEX YUETHBIX
3anuceld. YOeIuTcs, 4To BCE CTaphle
cecCUH OBLTH 3aBEPIICHBI, YTOOBI
MPENOTBPATUTH AOCTYII MO
YCTapeBIIUM YUETHBIM JaHHBIM

3.7. IlpoBectu aHanu3
MTOJTO3PUTEIBHBIX MTPOIIECCOB U CITYKO
JUTSL TIOATBEPIKICHUS HX BPEIOHOCHOMN
AKTUBHOCTHU

3.8. IIpoBectu cpeacTBamMu
AQHTUBHPYCHOM 3aIIUTHI MOTHYIO
IPOBEPKY BCEX CUCTEM M JIaHHBIX C
UCIIOIb30BaHUEM aKTyalIbHbIX
AQHTHUBUPYCHBIX 0a3 Uil OOHAPYKEHUS
U yIaJIeHHUs BO3MOXKHBIX
BPEOHOCHBIX MPOrpamMM

3.9. Ynanuts BIIO c 3apaxeHHBIX
CHCTEM, a TAKXKE BCE BPEIOHOCHbIE
MPOLIECCHI, CIY’KOBI U CBSI3aHHBIE C

HUMH (HarITbI

4.2. Ilpn HEBO3MOXKHOCTH
BOCCTAHOBJICHUS! TaHHBIX U3
PE3EPBHBIX KOMUI PaCCMOTPETh
BO3MOXKHOCTb IIPUBIIEYEHNUS
opranuzanmu JurieH3natoB GCTOK
Poccum nnu mponsBoauTeneil cpencTs
AQHTHUBUPYCHOM 3aLUTHI IS
BOCCTaHOBJICHHS 3aIIU(POBAHHBIX
JIAHHBIX

4.3. OOHOBHTH BCE MPOTPAMMHOE
o0ecrnieyeHre 1 yCTaHOBUTD
nocjeHre 0OHOBJICHUS
0€30IaCHOCTH TSI BCEX
MPOTPAMMHBIX KOMIIOHCHTOB
MPEIBAPUTEIHLHO MPOTECTUPOBAB HX
PpaboTOCIIOCOOHOCTD U
COBMECTHMOCTh

5.1. IlonroToBUTH U PACIPOCTPAHNUTH
nH(pOpMaNUIo BHYTPH OpraHa
(opraHu3anumn) O COCTOSIHUA
UHDPACTPYKTYPHI U 0XKHUIAEMOM
BPEMEHH BOCCTAHOBIICHHUS

6.1. Pa3paborats 1 BHEIPHUTH MEPHI
10 COBEPILICHCTBOBAHUIO CUCTEMBI
3aIllUTHI HA OCHOBE PE3yJIbTaTOB
MPOBEAECHHOIO aHAIM3a IS
MOBBILIEHHS YCTOHYNBOCTH
OpraHu3alMy K Oy IyIIuM aTaKkam

5.2. He maTuTh BBIKYI BBIMOTATENSAM,
TaK KakK 3TO HE TapaHTHPYET
0€30MacHOCTb JTaHHBIX U
CIOCOOCTBYeT AanbHenIei
MIPECTYITHOMN AEATENBHOCTH.

5.3. YBEIOMHUTH 3aUHTEPECOBAHHBIC
CTOPOHBI O BO3MOKHOM BIIMSHUH
WHIMJCHTA Ha UX TPOLIECCHI U
MPEe0CTaBUTh HHPOPMALINIO O Mepax,
HpeNPUHUMAEMBIX IJIS €r0
YCTPaHEHUsI

5.4. llogroroBuTh HHPOPMATOHHOE
COOOIIEHNE C OMCAHUEM CUTYaLlUH,
NPUHAMAEMBIX Mepax
PEKOMEHIAIHAX IS
3aMHTEPECOBAHHBIX CTOPOH (110
COITIACOBAHHIO C PYKOBOJICTBOM)

5.5. O6paruTbcs Ipy HEOOXOAUMOCTH
k munen3uaraMm ®CTOK Poccun, a
TaKKe K OpraHU3alusIM, SBIISFOIIIMCS

AKKPEJIUTOBAaHHBIMU LIEHTPAMHU
T'ocCOIIKA, 3a koHCyIbTaIEN U
OKa3aHMEM YCIIYT TI0 pacciiel0BaHUIO
WHIUJCHTA

5.6. CooOmuTe 0 X0J1e ¥ pe3yyibraTax
pacciieloBaHus aTaKy M MPUHATHIX
mepax B HKLIKW, ®CTOK Poccun

O003HaYeHUa

Dransl HeUTpanu3aluuu yrpo3 0e3onacHocTd HHGOpMaIuu

Mepsbl, HampaBlieHHbIE Ha HEWUTpalu3aluio Yrpo3 0e30MacHOCTH
nH(OpMaIIKHY, CBI3aHHBIX C BHEJAPEHUEM BHPYCOB-IIU(POBAIBIIIKOB

* Peasm3zanivs YKa3aHHOIO IOPAIKA HE NOJDKHA IMIPOTUBOPEYUTH MEPOIIPUATUAM, IIPETYCMOTPEHHBIM [[71aHOM pearupoBaHUSA HA KOMIILIOTEPHBIE MHIIUIAEHTHI, PA3pad0TKa U PeEATU3ALMA KOTOPBIX IIPEIYCMOTPEHA HOPMATHBHBIMU PaBOBLIMU akTaMu ®CB Poccun




	Страница 1
	Страница 2
	Страница 3
	Страница 4

